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7. HTTP, FTP, SMTP, POP3, IMAP4, SIP, XMPP,
IRC, SNMP, SSH, TELNET, DNS, NTP, DHCP

4 and 5. 2P, UDP, RTP

347TIPV6 +ICMP o

2. Ethernet (8Q273) , 802.11, 802.15, 80210, kPP

1. baseband, *PSK, QAM-*, OFDM, CDMA, etc. over
Catb, Fiber, HFC, phone line, RF etc.




802.11 PHY

.
e 802.11a (5 GHz)

e 802.11b (2.4 GHZz)
e 802.11g (2.4 GHz), .11b upgrade
e 302.11n (2.4 GHZz)

o>* + - _ . - IEEE
e The WI-FI Alllance, Wi-Fi certified, etc.



PusnyeckKun pasnuku

e /O-

o *1

3 2-4 5 . (2.4GHz




802.11/Wi-FI security protocols

o]
e WEP (Wired Equivalent Privacy)

e 802.1x / EAP

e WPA (WI-FI Protected Access)
o WPA2 (.11i)

e WPS (Wi-Fi Protected Setup)

Wi )

o / -6 - -3 9 - CERTIFIED
_ho,2 - ,01 L0 <. WPA2




Wardriving

PO ————rr T rr————

File Edit Yiew Filter Help

Mews York County, NY 'V| Q»l

& i@snl {8
P

Ex

=
2
R

|Mew fo_rl_{Eountv, Nf'MapPack Loaded |




Encryption/Authentication usage
S
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WEP

e RCA4 for confidentiality

e CRC-32 for integrity
IV 4 key —»
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Flain text

e 40/64 bit 1; .6.2
e /Xport restrictions ...
e 104/128bit 1 2 ,

RC4
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WPA
.

e Wi-Fi Alliance protocol
e Hardware backward compatible

e Modes
- WPA + 802.1x
- Pre-shared key (PSK)

RC4 w/ 128bit and 48 bit IV

TKIP

Frame counter + MAC

Secure key derivation function (PBKDF2)



802.111 / WPA2

o]
e |IEEE 802 protocol

e New hardware

e Modes
- 802.1x / EAP mode
- PSK mode

e AES block cipher
o CCMP



802.1x
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Internet or other
LANM resources

wikipedia 802.1X
google 802.1X HOWTO
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e Kismet

e Netstumbler
e aircrack-ng
e airsnort
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