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Лекцията

� Контекст

� Wi-Fi
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Слоести мрежови модели

OSI

1. Physical

2. Datalink

3. Network

4. Transport

5. Session

6. Presentation

7. Application
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Протоколи
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802.11 PHY

� 802.11a (5 GHz)
� 802.11b (2.4 GHz)

� 802.11g (2.4 GHz), .11b upgrade
� 802.11n (2.4 GHz)

� Свободни стандарти от IEEE

� The Wi-Fi Alliance, Wi-Fi certified, etc.
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Физически разлики

� Ефир

� Споделена среда

� Не-лицензна честота (2.4GHz)
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� WEP (Wired Equivalent Privacy)
� 802.1x / EAP

� WPA (Wi-Fi Protected Access)
� WPA2 (.11i)

� WPS (Wi-Fi Protected Setup)

� Всички нови устройства с лого

са задължени да поддържат WPA2

802.11/Wi-Fi security protocols
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Wardriving
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Encryption/Authentication usage

www.wigle.net



10

Преспектива

� 6 000 000 000 / 10 000 000 / 50% = 1200

� По една отворена/некриптирана wi-fi
мрежа на всеки 1200 души (само в

WiGLE.net базата)
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� RC4 for confidentiality
� CRC-32 for integrity

� 40/64 bit първоначално

� Еxport restrictions ...
� 104/128 bit в последствие

WEP



12

� Wi-Fi Alliance protocol
� Hardware backward compatible

� Modes
– WPA + 802.1x
– Pre-shared key (PSK)

� RC4 w/ 128bit and 48 bit IV
� TKIP
� Frame counter + MAC
� Secure key derivation function (PBKDF2)

WPA
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� IEEE 802 protocol
� New hardware

� Modes
– 802.1x / EAP mode
– PSK mode

� AES block cipher

� CCMP

802.11i / WPA2



14

802.1x

wikipedia 802.1X
google 802.1X HOWTO
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Инструменти
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Инструменти

� Kismet
� Netstumbler

� aircrack-ng
� airsnort



17

References

� http://standards.ieee.org/getieee802/portfolio.ht
ml

� http://www.wardrive.net/wardriving/faq

� Wikipedia
� Google


