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oo

e CBODOOEH KOHCYNTAHT, acouumpaH C
- [Nengan OenyeB, Muxann MunxannoB 1 KoMnaHus
- NHpycTtpuns
- Apyrn

e 3a cBoboaeH codTyep, cBoOOAA Ha
CITOBOTO, JOCTbMa A0 MHopMaLKna 1 T.H,
KakTo U1 XymaHun3bvMm, Neurodiversity, etc.

e CCIE #8701 (Anyapu 2002)



YBO
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e KakBo e curypHocrt ?
— HageXaHoCT/6e30TKa3HOCT
— npenckasyemMocT/noBTOPMMOCT
— OVUCKPETHOCT
— JOCTOBEPHOCT
— npaea

e 3allO CUTypHOCT ?
e 3aLLO OCHOBHU NO3HaHUA ?



Nlekumsarta
c ]

e MpexoBu mogenu

e YecTo cpellaHn NpoTOKONU
e CTaHOapTHU opraHusaumm
e /IHCTpYMEHTU U Npumepu

e Ethernet
— paMkKa
— MPUHUKUNK Ha paboTa
— YA3BMMOCTMU
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CnoecTtun MpexoBu mogenwu
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MopaenuTte

OSl|

IETF

IEEE

7. Application

6. Presentation

5. Session

4. Transport

3. Network

2. Datalink

1. Physical

Protocol Layering

LAN
CSMA/CD
LAYERS

| HIGHER LAYERS |

LLC (LOGICAL LINK CONTROL)
OR OTHER MAC CLIENT

MAC CONTROL (OPTIONAL)

MAC—MEDIA ACCESS CONTROL

[/ RECONCILIATION 7,
GMIl —p
PCS
PMA PHY
PMD
MDI—

MEDIUM

1 Gb/s

‘RFACE PHY = PHYSICAL LAYER DEVICE
PMA = PHYSICAL MEDIUM ATTACHMENT
PMD = PHYSICAL MEDIUM DEPENDENT




LAN

oSl CSMA/CD
REFERENCE LAYERS
MODEL | |
LAYERS | HIGHER LAYERS |
LLC (LOGICAL LINK CONTROL)
APPLICATION / OR OTHER MAC CLIENT
PRESENTATION y / MAC CONTROL (OPTIONAL)
SESSION / MAC—MEDIA ACCESS CONTROL

/‘ ........
TRANSPORT , y; [éf RECONCILIATION 7
/ GMIl —p

NETWORK /s

Ve PCS
DATALINK / PMA PHY
PMD
PHYSICAL MDT—
MEDIUM §
1 Gb/s
GMII = GIGABIT MEDIA INDEPENDENT INTERFACE PHY = PHYSICAL LAYER DEVICE
MDI = MEDIUM DEPENDENT INTERFACE PMA = PHYSICAL MEDIUM ATTACHMENT

PCS = PHYSICAL CODING SUBLAYER PMD = PHYSICAL MEDIUM DEPENDENT




[TpoToKONW
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7. HTTP, FTP, SMTP, POP3, IMAP4, SIP, XMPP,
IRC, SNMP, SSH, TELNET, DNS, NTP, DHCP

4 and 5. TCP, UDP, RTP

3. IP/IPv6

2. Ethernet (802.3) , 802.11, 802.15, 802.16, PPP

1. baseband, *PSK, QAM-*, OFDM, CDMA, etc. over
Catb, Fiber, HFC, phone line, RF etc.




[TpoToKONW
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7. HTTP, FTP, SMTP, POP3, IMAP4, SIP, XMPP,
IRC, SNMP, SSH, TELNET, DNS_NTP_DHCP

67 SSL/TLS
4 and 5. TCP, UDP, RTP
3.5?7 - IGMP, MLD
3. IP/IPv6 37 -ICMP
2.57 - ARP

2. Ethernet (802.3) , 802.11, 802.15, 8bzrorrr

1. baseband, *PSK, QAM-*, OFDM, CDMA, etc. over
Catb, Fiber, HFC, phone line, RF etc.




CtaHaapTHM opraHusauuu

? ODM CDMA, etc. over
Catd, Fiber

HFC, phone line, RF etc.




CtaHaapTHM opraHusauuu

o]
ETF (www.letf.org)

EEE (www.leee.org)
TU (www.itu.int)
3GPP (www.3gpp.org)

X Forum, y Alliance, z Foundation (WiMax
Forum, WiMedia Allilance, XMPP Standards
Foundation, 1 T.H.)

e [loBeYeTO LLUMPOKO-M3NON3BaHN NPOTOKOSN B
MpEXNTE ca cBOOOHM



NHCTpyMeHTH




MHCTPYMEHTH
— -

e Wireshark, gnemoHcTpauuns

# Frame 1 (508 bytes on wire, 508 bytes captured)
# Ethernet II, Src: 00:12:3f:ed:ff:0d (00:12:3F:ed:ff:0d), Dst: 00:30:48:82:93:29 (00:30:48:83:93:29)
Internet Protocol, Src: 172.19.55.203 (172.19.55.203), Dst: 145.97.39.155 (145.97.39.155)

+ Transmission control protocol, Src Port: 1856 (1856), Dst Port: http (80), Seq: 0, Ack: 0, Len: 454

B Hypertext Transfer Protocol

e tcpdump



PaMKuy, naketun, CermeHTm
c ]




Pamku, NMaketn, CermeHT
-]

. Application

. Presentation

. Session

. Transport

. Network
. Datalink
. Physical
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Ethernet pamka

80 00 20 T7A 3F 3E
Destination MAC Address

80 00 20 20 3A AE
Source MAC Address

g0 00
EtherType

MAC Header
(14 bytes)

|

IP. ARP, efc. 00 20 20 3A
Payload CRC Checksum
Data

(46 - 1500 bytes)

Ethernet Type Il Frame

(64 to 1518 bytes)

Network order / Machine order ...
butoBe 6 n 7 ot MAC agpeca ...

MAC address spoofing
Wire tapping

max 150 Kpps @ 100Mbps

(4 bytes)




Hub, Switch, Router
]

7. HTTP, FTP, SMTP, POP3, IMAP4, SIP, XMPP,
IRC, SNMP, SSH, TELNET, DNS, NTP, DHCP

4 and 5. TCP, UDP, RTP

3. IP/IPv6

2. Ethernet (802.3) , 802.11, 802.15, 802.16, PPP

1. baseband, *PSK, QAM-*, OFDM, CDMA, etc. over
Catb, Fiber, HFC, phone line, RF etc.




Switch
G

e [lpyHUMN Ha paboTa

e Onanyeckn OoCcTbN U KOHpUrypauma
e V/IHTepdenc 3a MmeHaxmpaHe

80 00 20 7A 3F 3E 80 00 20 20 3A AE g0 00 IP. ARP, efc. 00 20 20 3A
Destination MAC Address Source MAC Address EtherType Payload CRC Checksum
MAC Header Data
(14 bytes) (46 - 1500 bytes) (4 bytes)
Ethernet Type Il Frame
(64 to 1518 bytes)



Switch
G

Broadcast/Multicast/Unicast
MAC ado
MAC adc
MAC adc

ress table size
ress learning rate
ress spoofing

80 00 20 7A 3F

3E

Destination MAC Address

80 00 20 20 3A AE
Source MAC Address

g0 00
EtherType

MAC Header
(14 bytes)

|

IP. ARP, efc. 00 20 20 3A
Payload CRC Checksum
Data

(46 - 1500 bytes)

Ethernet Type Il Frame

(64 to 1518 bytes)

(4 bytes)




Flow control
7

e [lpuHUMN Ha paboTa
e Pause frames

e x*512 bit times. x= 0 — OxFFFF

e bydepun Ha cynyoBeTe

® 3pps ...

Preamble
(T-bytes)

Start
Frame
Delimiter
(1-byte)

Dest. MAC
Address
(6-bytes)

(01-80-C2-
00-00-01)
or unigue

DA

Source
MAC
Address
(6-bytes)

Length/ Type
(2-bytes)
=802.3 MAC
Control

(88-08)

MAC Control
Opcode
1-bytes)

=PAUSE
(00-01)

MAC Control
Parameters
2-bytes)
=(00-00 to
FF-FF)

Reserved
(42-bytes)
=all
ZETDS

Frame
Check
Sequence
(4-bytes)




Spanning tree protocol
-

e [lpyHUMN Ha paboTa

e Root bridge election

e Designated bridge election

80 00 20 T7A 3F 3E
Destination MAC Address

80 00 20 20 3A AE
Source MAC Address

g0 00
EtherType

MAC Header
(14 bytes)

|

IP. ARP, efc. 00 20 20 3A
Payload CRC Checksum
Data

(46 - 1500 bytes)

Ethernet Type Il Frame

(64 to 1518 bytes)

(4 bytes)




VLANSs and Trunking
S

e [lpyHUMN Ha paboTa

e Native VLAN
e VLAN tag insertion
e VLAN filtering

80 00 20 7A 3F 3E 80 00 20 20 3A AE g0 00 IP. ARP, efc. 00 20 20 3A
Destination MAC Address Source MAC Address EtherType Payload CRC Checksum
MAC Header Data
(14 bytes) (46 - 1500 bytes) (4 bytes)
Ethernet Type Il Frame
(64 to 1518 bytes)




[MpoTOoKkONU NO noapasdbupaHe
.

STP

LLDP, CDP, EDP

DTP

GVRP, VTP

LACP

Flow control negotiation

80 00 20 T7A 3F 3E
Destination MAC Address

80 00 20 20 3A AE
Source MAC Address

g0 00
EtherType

MAC Header
(14 bytes)

|

IP. ARP, efc. 00 20 20 3A
Payload CRC Checksum
Data

(46 - 1500 bytes)

Ethernet Type Il Frame

(64 to 1518 bytes)

(4 bytes)




TexXHUKN 3a CUTypPHOCT
-

MpexoB an3auvH

Orpanunyenunst no MAC agpec

OrpaHun4veHua Ha STP v apyru npoToKoNu
OrpaHnyeHusa Ha VLANS
Authentication (802.1x)

KOHTpPOs BbpXYy XOCTOBETE

80 00 20 T7A 3F 3E
Destination MAC Address

80 00 20 20 3A AE
Source MAC Address

g0 00
EtherType

MAC Header
(14 bytes)

|

IP. ARP, efc. 00 20 20 3A
Payload CRC Checksum
Data

(46 - 1500 bytes)

Ethernet Type Il Frame
(64 to 1518 bytes)

(4 bytes)




802.1x

@'\T 'E-!".E 3 E—H el Wﬂr‘.s[.
=i “H ) ' Authentication Server
. . (RADIUS)
. m
ol

Internet or other
LANM resources

wikipedia 802.1X
google 802.1X HOWTO



7. HTTP, FTP, SMTP, POP3, IMAP4, SIP, XMPP,
IRC, SNMP, SSH, TELNET, DNS, NTP, DHCP

4 and 5. TCP, UDP, RTP

3. IP/IPVE

2. Ethernet (802.3) , 802.11, 802.15, 802.16, PPP

1. baseband, *PSK, QAM-*, OFDM, CDMA, etc. over
Catd, Fiber, HFC, phone line, RF etc.




